


GDPR Guidance notes on using Zoom
	Advice from Children’s Commissioner is that to use Zoom in school with children aged between 13 – 16 you must subscribe to their Education Plan:
https://www.childrenscommissioner.gov.uk/coronavirus/keeping-classrooms-safe-online/

Using Zoom with Primary Children to “keep in touch” during times of remote learning: It would be good practice for consent to be gained. In the current circumstances, however, if the agreement with parents is that they remain with the child at all times during the session then they are acting as the responsible adult for the duration of the meeting.

Consent: If using Zoom is optional and parents are “opting in” to log into meetings/sessions then consent does not have to be sought. However, if Zoom is to be used as a “directed” part of school life then consent must be sought from all participants/parents. If children are being asked to work remotely and on their own using Zoom then consent must be sought from all participants/parents.

Recording: Schools should not record Zoom sessions without first discussing the implications with the DPO. Schools will need to have a policy in place which identifies the legal basis for recording and which determines the retention periods, where the recordings are kept, who has access to the recordings and for what purposes.

Record of Data Processing Activities and Information Management Record:  If using Zoom it needs to be included on both records

CPD: It would be good practice for all staff to have had some training in using Zoom so that they are confident and can manage a meeting safely eg. know how to lock down a meeting, reject a participant if their behaviour is inappropriate, set up a meeting securely.




Protocols for Using Zoom
Protocols for staff
To ensure that all staff and children are safeguarded when using Zoom, we ask that the following guidance is followed:
· When setting up a meeting, do not share the meeting invite in an open forum, for example on the website. It is fine to send the invite via Dojo or you can forward it to the office and ask them to send out to your class
· Please see school’s crib sheet on how to set up a Zoom meeting if you are unsure of the process
· A new invite and password has to be created and sent for each meeting
· Be at the meeting in advance so that you can see who is attending the meeting and who is sitting in the virtual waiting room
· Before starting the meeting ensure that all participants are muted until you have gone through the initial instructions
· Before starting the meeting ensure that no participants can use the private messaging function – this prevents them from talking to each other without you knowing
· Before starting the meeting ensure that screen sharing is locked down – this prevents attendees from taking over the meeting with their screen without your permission
· As part of the invite please ask parents to refer to the Protocols for using Zoom, which can be found on our website). Alternatively, the protocols for parents could be sent out each time an invitation is sent out – this would be good procedures.
· Explain to the parents at the start of each meeting that by accepting the invitation they are agreeing to the terms of use
· [bookmark: _GoBack]Explain to the parents at the start of each meeting that by accepting the invitation they are giving consent for their child to participate and they are acting as the responsible adult for the duration of the meeting
· Explain to participants that this is an opportunity for the children to see their friends and their teacher, to be able to show and tell with everyone and for the teacher to tell them a story. Unfortunately, it will not be an opportunity for them to chat with each other but if they would like to say something then please put up their hand. Everyone will have the opportunity to say something.
· Remind people about online expectations and etiquettes
· Explain to the children that everybody who is in the meeting will be able to see and hear everything they say and do, so please do not say or tell anything that they do not want everybody to know and hear
· School’s Acceptable User Policy applies to the use of Zoom as to other means of electronic communication
· Appropriate clothing should be worn
· Staff computers should be in an appropriate space offering privacy to the session and which is neutral in terms of giving away personal/lifestyle information. For example, it is not appropriate to work on/from the bed

· You shouldn’t have to do this if you have secured your Zoom account. However, it is useful to know that this is available to you. Click Manage Participants at the bottom of the Zoom window. Next to the person you want to remove, click More. From the list that appears, click Remove and confirm.


Safeguarding: If you have any issues around safeguarding or please follow 
School’s safeguarding policy. For any other issues, please speak to a member of SLT.
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Protocols for parents
Parents are advised not to use Face Book to sign in to Zoom but to use the link and password provided by school
To ensure that all staff and children are safeguarded when using Zoom, we ask that the following guidance is followed which is available on the schools’ website:

· By accepting the invitation, the parents are agreeing to the following terms of use:
· That they (the parent/guardian) are acting as the responsible adult for the duration of the meeting
· That they (the parent/guardian) are giving consent for their child to participate in the meeting
· An adult must be present with the child at all times
· Parents must NOT share the invitation/password for each meeting with anybody else
· Computers need to be on 5 to 10 minutes before the session starts, when users should be able to enter the virtual waiting room. (Once the session has started it will be locked to minimise the chance of uninvited persons joining the meeting.)
· All participants (staff, parents and children) must wear suitable clothing, as should anyone else in the household.
· Any computers used should be in appropriate areas, for example, not in bedrooms; and where possible be against a neutral background. Please try and place the device where the child will be visible on the screen. Laptops or iPads are better for the screen size.
· Language must be appropriate, including any family members in the background.
· Please keep background noise to a minimum.
· When signing in to the session, please include your child's first initial and surname so that staff know that they are admitting appropriate people. (If just the name of a phone or PC is displayed, staff will not permit entry.)
· Teachers will use the mute button at various points during the session to ensure that all users can hear one person at a time.
· Teachers will disable the private messaging facility 
· Children are asked to raise their hand if they would like to speak. The teacher will then un-mute them enabling them to speak to the group
· Sessions will not be recorded 
· Parents MUST NOT take screen shots during the session
· In the unfortunate event of the meeting being hacked and inappropriate material being shared, all users should end the meeting immediately.
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